Q: How to set up Sygate Personal Firewall

A:

How to set up Sygate Personal Firewall
This was setup using Pro 5.1 Build 1615s

1. Assuming you haven't run DC++ yet with the firewall, start up DC++. You will see a dialog like the following:

sygate Personal Firewall Pro 01/18/2004 13:07:32

g DC++ iz tying bo connect to dopluzpluz. zourceforge. net [B6.35.250.209] packet to 80 [HTTF - Wiorld
@ YWide weh) Do wau want to allow this program to access the nebwark?

Hemember my anzwer, and do naot azk me ;
v again for thiz application. Yes No Detail >>

Make sure to check Remember my answer, and do not ask me again for this application
2. DC++ should now be set up!

The above is a quick way to set up DC++ on your computer which should work for most people. By default, DC++ uses random ports for
traffic, sometimes this is a good thing and other times it's better to specify which port it can use.

Follow the guide below on how to lock down DC++ to use a single inbound port (not required!). This is not needed if you run DC++ in passive
mode.

1. Select a port that DC++ traffic will use. Pick a number between 1025 - 65535. Put that port into DC++



Ferzonal Infarmation
Mick.
E -t ail
Deszcription

Connection Twpe | Cable et

Connaction Settings [zee the readme ¢ newbiz help if unsure)

(%) Active |P | <ipaddress: Part [empty=random] |612

2. Open up the main screen for Sygate:

Cied Sygate Personal Firewall Pro

Running Applications : Hide Broadcast Traffic Hide “Windows Services
Windows NT DC++ Common Client
Logon Ap... CC App

Show Mezzage Conzole

Securty Statuz:  Mommal

Click on Applications
3. This will list all the applications Sygate knows about on your computer that have tried to access the Internet.



" Applications

The applicationz lizted below are thoze that have been checked by Spgate Perzonal Firewall
Fro. 'ou can change their access status, remove them from the list, or configure the advanced
zetting of each application.
Application List
File M amne: "ersion | Access | Path
[ 0,3, 0,6 m CusProgran FilessDERGsPlushD
.Eé Internet Explorer B.00.28001...  Allow C:“Proararn Filesh nternet E splare
E Livellpdate Engine... 2.0.339.0 Al C:%Program FilezhSymantechLive
< ?
Advanced Bemove Remowve Al ak. LCancel

Select DC++ and click on Advanced
4.



Advanced Application Configuration

M ame of Application :
|DC++ - [D-4Program Files\DCPIusPlushDCPIusPlus. exe] |

Application Restrictions
Trusgted Pz for the Application : [For example - 1000007, 192.168.0.1-192.168.0.76]

Rermaote Server Paorts - [Far example : 80, 1450,1024-1209) Iv &ct as Client
TP | R UDP: | =
Local Parts : [Far example : 80.1450,1024-1209) [w Act as Server
TCP: |B12 | upP: |812 -]
[ &llowe ICMP traffic [v Allow during Screensaver Mode
[ Enable Scheduling
{ i
Beginining At
P anth ; | J Day: | J
Hour : | J Minutes : | J
Ciuration
Days _|:| Hours _|:| MinLtes | _|:|

0k Cancel |

* Put the port number you randomly selected into the Local Ports section for both TCP and UDP.
* Uncheck Allow ICMP traffic. Since DC++ doesn't respond to pings, there is no point enabling it for a possible ping flood.
5. Now DC++ is set up with a more secure firewall rule.
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